EOSDIS Backbone Network (EBnet) Access Control Compliance Checklist

Completed by: _____________________

Date Completed: ____________________


NOTE: The term "IT resources" refers to "data and information; computers, ancillary equipment, software, firmware, and similar products; facilities that house such resources; services, including resources used for the acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data. This includes telecommunication systems, network systems, and human resources."

A. CONFIGURATION

1. Name the Information Technology (IT) resource:

2. Provide the mission description of this IT resource.

3. Provide a physical description of this IT resource. Attach legible block diagram(s) that identify PCs, workstations, servers, bridges, routers, gateways, firewalls, external interfaces to the System, and connections to other networks. These diagrams should indicate the physical location of each major component of the system. Also, show the network connections to this IT resource.

4. Describe the security methods (both hardware and software) that are in place to protect this IT resource and the EBnet. If firewalls are used, what components comprise the firewall design (Authentication Server, Screening Router, Bastion Host, Application Proxy Servers, and other)?

5. Identify which networks or systems (open and closed), this IT is connected to:

a. Closed EBnet (including Internet Protocol Transition (IPTX))? 

b. Open EBnet?
c. NISN ATM Network? 

d. Internet or NASA Internet (NI)? 
e. EBnet? 

f. National Research and Education Network (NREN)? 

g. Local LANs? 

h. Other? Identify:_______________
6. Is the software development system or test equipment for this IT capable of transmitting data directly or indirectly over EBnet circuits or systems? 

7. Contact Information:

7.a Identify Federal Project Manager/Division Chief /Contractor Project Lead or Higher Level Manager.

7.b Identify by title or position the individuals responsible for security of the IT resource, including the Network Administrators and Security Officer.

B. INFORMATION TECHNOLOGY (IT) SECURITY CHECKLIST

1. ASSIGNMENT OF IT SECURITY RESPONSIBILITIES
a. Has this project assigned a security officer in writing? 
b. Is responsibility for IT security included in the job description of the security officer? 
2. DOCUMENTATION

Do the following required documents exist for this project?

a. Security Plan?  

b. Risk Analysis? 

c. Contingency/Disaster Recovery Plan? 

(Security Team may request to see copies of the above documents.)

3. AUTHORIZATION TO PROCESS

(Each system that processes information on behalf of the Federal Government must have written authorization and periodic re-authorization to process by the appropriate line management official. Note: This item is not applicable to international partners)

Has a Federal management official authorized processing for each system, network, and telecommunication system in the IT resource? 
If yes, Who:   Clayton Sigman, ESDIS Security Manager at GSFC, will provide authorization upon acceptance of this checklist

4. RULES OF BEHAVIOR

a. Have rules of behavior been established, and distributed to all users? 
b. If answer is yes, provide a copy. 
5. SECURITY AWARENESS TRAINING 


a. Is initial training provided to all new employees within 60 days of employment? 

b. Is system or network-specific security training provided for users? 

c. Is training provided annually or whenever there is a significant change in the IT resources, environment or procedures? 

d. Are new users required to have security training prior to having an account? 

e. Is a signed acknowledgement of training kept on file for 2 years? 

6. INCIDENT REPORTING AND HANDLING

a.   List all IT security incidents that have occurred within the last six months. 


Nature of the Incident                               Date of report

         b.   Has an incident response procedure been provided to each system and network

       administrator? 

         c.   Has the NASA Automated Security Incident Response Capability (NASIRC) or other appropriate incidence response contact information been provided to each system and network administrator? 

7. LOGON BANNER (This item is applicable to all NASA-owned and NASA-funded IT systems.)

Has the NASA required logon banner been installed on each system? 

8. CONFIGURATION MANAGEMENT (CM)
a. Is a CM process part of the life cycle for this project? 

b. Does CM ensure only authorized software and configurations are installed? 

c. Is a full backup performed at least monthly? 

d. Is an incremental backup performed at least weekly? 

e. Are all backups except weekly incremental backup stored in separate location? 

9. USER ID AND PASSWORD MANAGEMENT
Questions:
Workstations
Servers
Routers
Firewalls

a. Number of machines connected?

 
 
 

b. Number of individual users?
 
 
 
 

c. Number of user groups?
 
 
 
 

d. Number of privileged users?
 
 
 
 

e. Number of system administrators?
 
 
 
 

f. Is there a management control process to ensure that all requests for user IDs are reviewed and approved by line management?
 
 
 
 

g. Are group IDs restricted to the minimum number necessary to conduct system operations?
 
 
 
 

h. Are all user IDs revalidated at least annually?
 
 
 
 

i. Is a statement of responsibility kept on file for each person who has a user ID?
 
 
 
 

j. Are passwords required

      for all accounts? 
 
 
 
 

k. Are group/shared passwords allowed? 
 
 
 
 

l. Is password unique for each user except for operations?
 
 
 
 

m. If not unique, how many people share the password?  
 
 
 
 

n. Is password unique for each operator?
 
 
 
 

o. Is password unique for each device?
 
 
 
 

p. Is password length a minimum of eight characters?
 
 
 
 

q. Do passwords contain at least one character from at least three of the following sets: upper case letters, lower case letters, numbers, special characters?
 
 
 
 

r. Is an account disabled after a set number of failed logins?
 
 
 
 

s. If yes, what is the number?
 




t. Does the system logoff or pause workstations/ terminal automatically after 30 minutes of keyboard and/or mouse inactivity?
 
 
 
 

u. What is the password change period for root?
 
 
 
 

v. What is the password change period for users?
 
 
 
 

w. Is password change interval enforced by software?
 
 
 
 

x. Are user accounts automatically disabled 30 days or less after the change period expires?
 
 
 
 

10. SOFTWARE

Questions:
Workstations
Servers
Routers
Firewalls

a. Is COTS software used?
 
 
 
 

b. Is public domain software used?
 
 
 
 

c. Are OS and security patches kept up to date?
 
 
 
 

d. Are only specifically needed server processes enabled?
 
 
 
 

e. Are there trust relationships between computers?
 
 
 
 

f. Is exporting of whole file systems allowed?
 
 
 
 

g. Can root be exported?
 
 
 
 

h. Is privileged software only able to be run from controlled sources?
 
 
 
 

11. AUDIT TRAIL

Questions:
Workstations
Servers
Routers
Firewalls

a. Is access failure to system, files, objects, and resources logged?





b. Is all system privilege use logged?





c. Is access to audit logs limited to authorized personnel only?





d. Are audit logs reviewed at least weekly?





e. Are audit logs kept for at least one year?





12. SOFTWARE PROTECTION
a. Does the project comply with the Center Software Use Policy? 

b. Have personnel been briefed on the proper steps to take whenever they encounter a virus? 

c. Have personnel been briefed of their responsibilities regarding the installation of licensed software on IT resources? 

d. Do you use:

1. X-terminals?

2. FTP? 

3. Telnet? 

        e.    Has anti-virus software been installed on all personal computers? 

        f.    How frequently is the anti-virus software updated? 

13. SECURITY SOFTWARE 

a. Is there any security software (i.e. Vendor-provided or freeware software like SATAN, ISS, COPS, Crack. etc.) used to test the security vulnerabilities of this IT? 

                 If answer is yes, provide a list: 
        b.   Have the identified security vulnerabilities been corrected? 
14. PHYSICAL SECURITY
a. What physical security barriers are in place (e.g., office doors are locked when not

      occupied or after normal work hours)?  

b. Do you train employees to challenge unknown personnel encountered in the work area? 

c. Is physical access to network components limited to authorized personnel only? 

15. ENCRYPTION OF UNCLASSIFIED DATA

       a.  Is encryption employed? 
If answer is No, go to 16.
b. Has a key management process been established and maintained?
c. Has a data recovery process been established and maintained to ensure that NASA information is accessible?

d. What product or method are you using? ______________________________

16. NETWORK SECURITY

16.1 DIAL-IN/REMOTE ACCESS
a. Is Dial-In access allowed? 

b. Number of Dial-In users? _____

c. Who authorizes this Dial-In access? Title:________________

d. Are one-time passwords used? 

16.2 EBnet CONNECTIVITY

       a.
Are IT resources connected to the Closed EBnet also connected to any other network? 

       b.
Are connections between the Open EBnet and other networks made via routers? 

       c.   Are all connections between the Open and Closed EBnet made via the Nascom Secure Gateway  
     (firewall)? 

16.3 FIREWALLS
       a.  Are local firewalls used? 

            If answer is N, skip the remainder of this question.

       b.  Is the firewall run on a dedicated computer? 

       c.  Are deny-based rules used for connections originating outside the firewall to systems

            inside the firewall? 

       d.  Are allow-based rules used for connections originating inside the firewall to outside the  

            firewall? 

       e.  Are remote logins to the firewall allowed? 

       f.   Are accounts on the firewall limited to system administrators? 

       g.  Are security audits run on the firewall host periodically? 

       h.  Are all unnecessary firewall ports as well as services disabled? 
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