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PROCEDURES FOR REPORTING IT SECURITY INCIDENTS

1. APPLICABILITY
This procedure is applicable to all users of information technology (IT) resources used in support of Goddard Space Flight Center (GSFC) whether such resources are owned by or installed, maintained or operated at GSFC, remote locations, or at a contractor or research facility operating under a grant or contract with GSFC.

2. PURPOSE
This document provides guidance for the reporting, handling and documenting of IT security incidents.

3. POLICY
All actual or suspected incidents are to be reported to the Center or Deputy Center IT Security Manager (C-ITSM) as soon as they are discovered.

4. DEFINITIONS
Computer Crime - IT incidents that fall into the following categories

· Compromise of system privileges (root access)

· Compromise of information protected by law (e.g., Export control, Privacy Act, International Traffic in Arms Regulations (ITAR), procurement sensitive);

· Denial of service of major IT resources;

· Child Pornography;

· Malicious destruction or modification of NASA data and/or information.

IT Security Incident - "an adverse event or situation associated with a system that poses a threat to the integrity, availability, or confidentiality of data or the system and that results in (1) a failure of security controls; (2) an attempted, suspected or actual compromise of information; or (3) the waste, fraud, abuse, loss or damage of Government property or information."

5. CATEGORIES OF INCIDENTS 

The NASA IT security incident categories are:

-   System Compromise

-   Information Compromise

-   Unauthorized Access Attempt

-   Denial of Service

-   Misuse of IT Resources

-   Hostile Probe/Scan

-   Other IT Security Concerns

6. RESPONSIBILITIES
The Center/Deputy Center IT Security Manager  (ITSM) is responsible for

· Responding to IT security incidents and ensuring that they are handled according to the guidance in NASA Procedures and Guidelines (NPG) 2810.1

· Notifying the Center Chief Information Officer (CIO) and the NASA Incident Response Center (NASIRC) of IT security incidents.

· Reporting all incidents that may constitute a computer crime to the Office of the Inspector General (OIG).

The Data Processing Installation Computer Security Official (DPI-CSO) is responsible for

· Reporting actual or suspected IT security incidents to the Center/Deputy Center ITSM.

· Notifying organization and contractor management of any incident involving IT resources under their control.

· Submitting a written incident report to the Center/Deputy Center ITSM.

· Maintaining a file of IT security incident reports.

  The System/Network administrator is responsible for

· Notifying the DPI-CSO and the organizational management of all suspected and actual incidents.

· Preparing and submitting a written incident report to the DPI-CSO.

· Assisting in the investigation of IT security incidents.

· Repairing any damage done to the system/network operating system.

  System/Network users are responsible for

· Reporting all suspected and actual incidents to your system/network administrator and your organizational management.

7. REPORTING PROCEDURE
Who to report Incidents

Report all IT security incidents through the DPI-CSO to the C-ITSM or Deputy C-ITSM.

How to Report Incidents

Incidents involving system compromise, information compromise, denial of service and suspected computer crime are to be reported by phone, fax or encrypted email only.
All other categories of incidents may be reported by phone, fax or email.

Reporting Time Limits

Incidents should be reported immediately.

Incidents involving suspected or actual computer crime should be reported according to the schedule below.


- Denial of Service



Immediately


- System Compromise


Within 2 hours

- Suspicious transfer of sensitive

Within 2 hours


  Technology/program data


- Unauthorized access attempt

Within 12 hours


- Hostile probe/scan



Within 24 hours

Reporting to NASIRC

· IT security incidents are to be reported to NASIRC only under the following circumstances.

· You cannot reach the DPI-CSO or the Center/Deputy Center ITSM or

· You are reporting incidents during non-duty work hours (5 PM to 7 AM Weekdays, Weekends or Holidays).

     Reporting to OIG

Only the Center CIO/Deputy CIO or Center/Deputy Center ITSM will report IT security incidents to the OIG.

8. INCIDENT REPORTS
Reports on system compromise, information compromise, denial of service and suspected computer crime will be submitted in the format in Appendix A.

Reports on all other categories of incidents will be submitted in the format in Appendix B.

9. CONTACT INFORMATION
a. Center IT Security Management

Center ITSM



Deputy Center ITSM

Hank Middleton


Patricia Coffen

itsm@listserv.gsfc.nasa.gov

itsm@listserv.gsfc.nasa.gov
Mail Code - 205.1


Mail Code - 205.1

Voice - 301-286-7233


Voice - 301-286-6051

FAX - 301-286-1716


FAX - 301-286-1723

Pager - 301-647-0230


Pager - 888-330-9308

b. NASIRC

7AM - 7 PM Weekdays
1-800-7-NASIRC (1-800-762-7472)

24-Hour Pager

1-800-639-4726





group name - NASIRC





PIN - 762-747-2000

FAX



301-286-7483

Email



nasirc@nasirc.hq.nasa.gov
