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PROCEDURES FOR COMPROMISED WINDOWS NT SYSTEM

The following procedures must be completed before a request to reconnect a compromised system can be submitted.

(1) SETTING UP THE MACHINE

Reformat the Hard drive and re-install the operating system from the original media. Do not use a backup tape to re-install the system.

Physically secure the server.

Protect the system from undesirable booting.

Install all security patches.

Disable all unused services.

Install an Access Warning Banner on the system. Attach a copy of the banner to the Executive Summary (See step 10).

(2) ESTABLISH STRONG PASSWORD CONTROLS AND SECURE ACCOUNT POLICIES


Change root password(s).

Change all vendor default passwords.

Lockout attempts to gain access after these attempts and make passwords hard to guess. (All passwords must meet the requirements of NPG 2810.1, paragraphs A.6.3.2 d A.6.3.3)
Enable Administrator account lockout and rename the Administrator account.

Establish separate accounts for Administrators.

Set up an Administrator password control process.

Secure and manage event logs.

Run an ACL reporting tool

Encrypt SAM’S password database with 128-bit encryption.

(3) SETTING REGISTRY KEYS


Avoid the Netware DLL Trojan Horse (contact ITSM for additional information).


Secure print drivers.


Restrict anonymous logon.


Control remote access to the Registry.

Restrict anonymous network access to Registry and to look up account names, groups and shares.

Control access to the command scheduler.

Secure the Registry

Block the 8.3 attack (contact ITSM for additional information).

(4) AUDITING


 Turn on auditing.

 Monitor the audit logs.

(5) NETWORKING AND INTERNET SECURITY SETTINGS


Turn off all unneeded network services and run needed services safely.


If you use Internet Information (IIS), block known vulnerabilities.


Protect vulnerable ports through screening router.

(6) OTHER ACTIONS REQUIRED AS THE SYSTEM IS SET UP


Require password-protected screen saver on all workstations.


Implement virus protection software.


Check for and remove ROLLBACK.

(7) Correctly/verify that the IP address is register properly in the CNE IP Database.

(8) Scan the reinstalled operating system to ensure that all vulnerabilities have been corrected.  Use NASA Agency-licensed tools - (This will be a full ISS scan; once the scan is performed all vulnerabilities will have to be fixed.)

(9) Prepare an IT Security Incident Report.  Submit a copy to the Center IT Security Manager.

 (10) The Data Processing Installation Computer Security Official (DPI-CSO) will submit a Security Plan with an Executive Summary "documenting the steps taken to fix all vulnerabilities" along with an "Authorization to Process" with a  "Division level" signature (See NPG 2810.1, paragraph A.6.12) to the Center IT Security Manager.

COMPROMISED SYSTEMS LOCATED AT AN OFF-SITE CONTRACTOR FACILITY, MUST ALSO COMPLETE THE FOLLOWING ACTIONS.

1. Prepare a justification that addresses the following issues.

a) Why does this system need (gsfc.nasa.gov) DNS names?

b) Why does this system need a direct connection to GSFC?

c) Why can't the contractor utilize a Wide Area Network (WAN) style connection instead of the current Metropolitan Area Network (MAN) style connection?

2.  The DPI-CSO and the Division Chief of the responsible GSFC organization must sign the justification.

