APPENDIX B




REPORTING HOSTILE PROBES/SCANS

1. Provide the following information when reporting hostile scanning and probing.

a. Date/Time of incident

b. IP Address of Affected machine(s)

c. Incident Exploitation Method

d. Source IP Address of Attacker

e. Host Name of Attacker(s)

f. Affected System Point of Contact

g. Type of Incident (per NPG 2810, para 4.4.11)

· Information Compromise

· Unauthorized Access

· Denial of Service

· Misuse

· Hostile Probe/scan

· Other IT Security concerns

h. Actions Requested to be taken

i. Any supplemental Information (such as logs)

2. Send all hostile scanning/probing reports to the Center/Deputy Center IT Security Managers at the following address


itsm@listserv.gsfc.nasa.gov

